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Abstract 
  
   The problem of junk email otherwise known as "spam", has been 
   increasing in recent years. The IETF, being the standards body 
   for most email standards, has been accussed of ignoring the problem 
   and faulted for not fixing it. This memo discusses the limits of 
   the role the IETF plays in the fight against spam. 
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1. Introduction. 

   The Anti Spam Research Group (ASRG) was chartered to address the 
   spam problem. [ASRG-CHARTER] states: 

 "One function of the ASRG is to look at well-specified problems 
 that can be addressed by technical solutions. When formulated, 
 with development of prototypes of the associated technology, 
 these problem statements can then serve as a starting point 
 for standardization efforts within the IETF." 
   
   This note seeks to define the scope of IETF role in fighting 
   the spam problem in order to assist the ASRG in its pre-standards 
   work for the IETF. 
    
   NOTE: This document is a product of the Anti-Spam Research Group 
    (ASRG) of the IRTF. As per section 3 of [RFC 2014], IRTF 
    groups do not require consensus to publish documents. 
    Therefore readers should be aware that this document 
    does not necessarily represent the consensus of the 
    entire ASRG. 
  
   NOTE: This document is intended to evolve, based on comments from 
         the Anti-Spam Research Group (ASRG) mailing list. It is 
         certain that the current draft is incomplete and entirely 
         possible that it is inaccurate. Hence, comments are eagerly 
         sought, preferably in the form of suggested text changes, 
         and preferably on the ASRG mailing list, at <asrg@ietf.org>.     

2. Mission of the IETF.

While many arguments and definitions have been provided in the past 
for the IETF and its mission, current reform processes underway 
in the IETF have narrowed down the core mission of the IETF to the 
following (from [IETF-MISSION]): 

"The purpose of the IETF is to create high quality, relevant, and 
timely standards for the Internet" 

2.1. Bodies Associated with the IETF. 

There are a number of bodies that are formally associated with the 
IETF. Most of these facilitate or somehow support IETF's core mission 
as a standards organization. They include the following: 
o IAB - responsible for keeping an eye on the "big picture" of 
the Internet, and focuses on long-range planning and coordination 
among the various areas of IETF activity. 
o IESG - responsible for technical management of IETF activities and 
the Internet standards process 
o IRTF - pursues longer term research issues, focusing on pre-standards 
work for the IETF 
o RFC Editor - edits, formats, and publishes IETF documents and 
standards; as well as non-IETF documents that maybe useful or important 
to be published as RFCs
o IANA -  operates protocol registries for IETF standards 
o ISOC - provides legal and financial backing for many IETF activities 



All of these bodies support the core mission of the IETF as 
a standards development organization. 

3. The Fight Against Spam. 

Recently, a version of email abuse called "spam" has grown 
substantially. Its definition varies greatly within the Internet 
community yet it is a problem causes by fundamentally non-technical 
causes. Since this problem has grown very serious, various parties 
within the Internet community and outside of it have begun 
discussing different ways to solve the problem. At the same time, 
a rather significant commercial market has developed solely 
dedicated to providing tools and solutions to the problem. 

As stated in [TECH-CONSIDER], it is unrealistic to seek to eliminate 
spam all together. This is especially true in the technical realm, 
since the problem is not technical in nature. The spam problem has 
become a permanent part of the Internet along with viruses, worms, 
hackers and DDOS attacks. Therefore, the goal in the fight against spam 
is not to eliminate the problem all together which is unrealistic, but 
rather to reduce it to a tolerable level. 

As discussions about solving the spam problem evolved in different 
forums, many parties have begun pointing towards the email standards 
and the basic Internet architechture as the real cause of the spam 
problem. Multiple arguments have been presented ranging from lack 
of authentication in SMTP to lack of e-postage in Internet e-mail as 
the "real" reasons why spam exists. Yet, deeper analysis of the problem 
shows that spam is caused by a wide variety of factors, 
many of which are non-technical in nature, and therefore it cannot be 
expected that a technical solution will solely solve the problem or 
that there exists any solution to the problem as whole. 

4. IETF's Role and Its Limits. 

Since the IETF is a the primary organization responsible for Internet 
email standards, many have pointed to the IETF as the body responsible 
for solving the spam problem and have demanded action from the IETF. 
To date, the only actions taken by the IETF has been the creation of 
an IRTF RG - the ASRG, and a BoF on MTA authorization records that 
grew out of the work done by the ASRG. 

Unlike the belief of many parties, both inside and outside the IETF, 
the role of the IETF in addressing the spam problem is limited. Being 
that the problem is fundamentally non-technical in nature, there aren't 
many technical solutions possible to solve it. Even technical solutions 
that address different aspects of the spam problem are not necessarily 
relevant to the IETF's core mission as a standards organization unless 
these solutions involve changes to existing standards or creation of 
new standards. While the IETF has historically provided a forum for 
discussion of many issues related to the Internet, and facilitated 
various technical efforts, its primary missions remains to be 
a standards organization and not the body responsible for solving 
every single problem on the Internet. 

Therefore, the role of the IETF in the fight against spam needs to be 
focused on standards-related issues. While some of the bodies 



associated with the IETF such as the IAB, IRTF and the RFC Editor, may 
provide a forum for discussion of technical solutions to the spam 
problem, or publish documents related to these solutions; the primary 
goal of the IETF remains oriented on standards. 

5. Conclusion. 

The IETF is primarly a standards organization and its role in the fight 
against spam is limited to standards work. It is not responsible for 
solving the spam problem or addressing any aspect of it aside from 
solutions that may benefit from the standards process. However, 
various bodies associated with the IETF such as the IRTF, IAB and 
the RFC Editor, may provide a forum for discussion of the spam problem, 
and publish documents related to non-standards aspects of the spam 
problem. 

6. Security Considerations 

   This document does not propose any standards. 
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